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Breakdown of today’s session

1.Legal requirements surrounding Data Protection Impact Assessments
(“DPIAS”)

2.How to conduct a DPIA

3.Policies and Procedures

4.Auditing
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The GDPR - A Risk-Based Regulation

Data Protection Compliance 25 May 2018 Data Breaches Personal Data
Officer (DPO)
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Privacy by Design and Privacy by Default

* To promote compliance with data protection laws and regulations
from the earliest stages of initiatives involving personal data

* Privacy as a fundamental component in the design and maintenance
of information systems and mode of operation for each organisation
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Privacy by Design and Privacy by Default

by design measures may include e.g. pseudonymisation or other
privacy-enhancing technologies

by default measures ensure that only personal data which is necessary
for each specific purpose is processed e.g. privacy settings should, by
default, be set on the most privacy-friendly setting

| I
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Privacy by Design — Article 25 GDPR

et
@@

Taking into account the state of the art, the cost of implementation and the nature,
scope, context and purposes of processing as well as the risks of varying likelihood
and severity for rights and freedoms of natural persons posed by the processing,
the controller shall, both at the time of the determination of the means for
processing and at the time of the processing itself, implement appropriate
technical and organisational measures, such as pseudonymisation, which are
designed to implement data-protection principles, such as data minimisation, in an
effective manner and to integrate safeguards into the processing to meet
requirements of GDPR and protect the rights of data subjects.



IIIIIIIIIIIIIIIIIIIIIIIIII

Privacy by Design — Article 25 GDPR

privacy by design = conducting DPIAs

A Data Protection Impact Assessment (DPIA) is a process to

help you identify and minimise the data protection risks of a
project.
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A Balancing Act

Rights and
Freedoms of Data
Subjects

Processing
Activities
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What is a DPIA?

1. Describe the processing

2. Assess its necessity and

3. Manage risks
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Article 35 GDPR
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secthion 1

Data protection impact assessment and prior consultarion
Article 15

Dhata protection impact assessiment

1. Where 2 by of in particular using new technologies, and taking o account the nature, scope,
context and pu -n‘l pm:umg.ul.lhhrm-niul in a high nisk 1o the rights and freedoms of natural persons,
H'::mmlkfrupnurmﬂtpmﬁmmmapnmlr,:ﬂﬂtmtﬂﬂwmhgrﬂm

opentions on the protection of persomal dats. A sinple assessment may addrest a ser of similnr processing operations
that present simikar high risks.

3 The controfler shall seek the advice of the data protection officer, where dengnated, when carrying our 2 data
mmm

1 A data protection impact assessment referred to in pamgraph | chall m particular be required in the case of

{3} a sysematic and exienzive evaluanon of asperts relating to natural persons which &5 baced on aueomared
proceszng, nchiding pr and on h deciions are that produce legal effects concerning the: natural
person or similachy i v affect the natural person.

b procestng on & larpe scale of special categores of data referred to in Article 9(1), or of personal data relating o
criminal convictions and offences referred to in Article 10 or

) # syrematic menitoring of a publicly accessble area on a large scale
4 The supervisory authority shall establish and make public a list of the kind of processing operations which are

to the requirement for 3 dats protection impact asessment pursuant to paragraph 1. The supervisory authority
shall commumicate those lists to the Doand refermd fo i Anticle 65,

10
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Article 35 GDPR
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7. The assessment shall contain at least:

() a systematic descrption of the envizaged processing operanions and the purposes of the processing. including, where
applicable, the legitimate interest pursaed by the :Em—dl:r. " i o

it} an assessment of the necessity and proportonality of the processing operations in relation to the purposes,
i} an assessment of the risks 1o the rights and freedoms of data subjects referred to in paragraph 1) and

id) the measures envisaged to address the risks, | uft'glunhm ity meazures and mechanisms to ensure the
rotection of personal dama and 1o demonstrate comgpls mﬁlthiil-::t;uhujmuﬁmghmmhriﬂm:m
egitimate interests of data subjects and other persons concerned

8 Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or procstsors
shall be mmdu:m:mnmmufﬂwmlﬂhpmmmmmpﬂ{mhm:nnuﬂkﬁﬂ

processors, in particular for the purposes of a data progection impact assessment

9 Where te, the controller shall seek the views of data subjects or their representatives on the intended
proceszing, wit prejudice w0 the protection of commercial or public interests or the security of processing
operations.

10,  Where procesting pursuant to point (c) or i) of Article (1) has a basis in Union law or in the law of the
hkmhﬂ&mruihrhﬂnmumﬂrﬂsmhnﬂ that law regulares the specific processing operation or sel of operations
tl'l urmm and a data m1pmammﬂhudmaﬂyh&numrﬂmupmungﬂm1mspmm

contest of the of that legal basis, paragraphs 1 to 7 shall not apply unless Member States deem it to be

mmy:nmrymtmh AN ASHTMENT Prior o pro<esiing activitics.

11, Where necessary, the controfler shall carry out a review 1o assess if processing is performed in accordance with
the data protection impact assezsment at keast when there & a change of the risk represented by processing operations

11
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When is a DPIA required?

* Processing is “likely to result in a high risk to the rights and freedoms of natural
persons”

* Note the “in particular using new tech” in Art 35(1)

e Good practice to carry out a DPIA for any major project which requires the
processing of personal data or where it is evident that the processing operations

are not able to satisfy the GDPR.

ﬁ 12
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IDPC Requirements for DPIA

* Systematic Monitoring
* Automated Decisions
* Use of Innovative Technologies

e Special Categories of Data

Biometric Data

Genetic Data

Data Concerning Vulnerable Persons

Employee Monitoring

a The list is non-exhaustive in nature.

[ ] R wterny 20 mn ot v
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Timing: Conducting a DPIA?

To be carried out prior to the initiation of
the processing activity.

(e.g. prior to the use of CCTV)

e [ ewerey 2@ a0t
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What should a DPIA address?

Either:
A set of similar processing operations

e.g. public authorities or bodies
intend to establish a common
application or processing platform or
where several controllers plan to
introduce a common application

=
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Or:
A single processing operation

e.g. introduction of CCTV

15
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DPIA - Single Processing

Dataset 1

Data set 1

Data set 1

Dataset 1

Data set 1

et
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DPIA — Multiple Processing

Dataset 1

Data set 2

Data set 6
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Who is obliged to carry out a DPIA?

-
.

ats g s 4

Controller Data Processor

| I
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Article 35 of the GDPR

Where a type of processing in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely to result in
a high risk to the rights and freedoms of natural persons, the controller shall, prior to
the processing, carry out an assessment of the impact of the envisaged processing
operations on the protection of personal data. A single assessment may address a set of
similar processing operations that present similar high risks

Article 5 of the GDPR

“The controller shall be responsible for, and be able to demonstrate
compliance with, paragraph 1 (‘accountability’).”

ﬂ 19
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Who is the Data Controller ?
Data Controller

An entity which, alone or together
with at least another entity,
determines the purposes and
means of the processing of
personal data

Personal Data

Data Subject .

] A Rerny 20t
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DPO Involvement

3
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As
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4

Data Protection Officer

Data Controller

21



DPO Involvement

Art 35(2) GDPR

The controller shall seek the advice of the data protection

officer, where designated, when carrying out a data protection
impact assessment.

22
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Data Subject Involvement

Art 35(9) GDPR

Where appropriate, the controller shall seek the views of data
subjects or their representatives on the intended processing,

without prejudice to the protection of commercial or public
interests or the security of processing operations.

ﬁ 23
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Processor Involvement
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3. Processing by a processor shall be governed by o contract or other legal act under Union or Member Siare law,
that is binding on the processor with regard 1o the controller and that sets out the subject-matter and duration of the
processing, the nature and purpose of the processing, the type of personal data and catcgories of data subjects and the
obligations and rights of the controller, That contract or other legal act shall stipulste, in particular, that the processor:

(a) processes the persomal data only on documented instructions from the controller, including with regand 10 ransfers
of personal data to a third country or an intermational organksation, unless required 10 do so by Union or
Member State law to which the processor is subject: in such a case, the processor shall inform the controller of that
legal requirement before processing. unless that law prohibits such hiFm-mml-;m on important grounds of public

interest:
(b} ensures that persons authorised 1o process rsonal dats have committed themselves 1o confidentiality or are
under an appropriate statutory obligation of l:-unnIE:imtlahw'

fc) takes all measures reguired pursuant to Article 32;
{d} respects the conditions referred (o in paragraphs 2 and 4 for engaging another processor;

(e} taking im0 accoun the nature of the processing, assists the comroller by appropriate technical and organisational
measures, insofar as this is possible, for the fulfilment of the controller's obligation 1o respond 10 requests for
exercising the data subject’s rights Laid down in Chapter [IL;

(f} assists the controller in ensuring compliance with the obligations pursuant © Articles 32 1o 36 taking into account
the nawure of processing and the information available 1o the processor;

(g) at the choice of the controller, deletes or returns all the personal data 10 the controller after the end of the provision
of services relsting 1o processing, and deletes existing copies unless Union or Member State law requires storage of

the personal dara;

(h) makes available to the controller all information necessary 1o demonstrate compliance with the obligations laid
down in this Article and allow for and contribute to audits, including inspections, conducted by the controller or
another auditor mandated by the controdker.

24
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When is a DPIA mandatory?

Processing is likely to result in a
high risk to the rights and
freedoms of natural persons

[ ] R wterny 20 mn ot v
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HIGH RISKS @@

Art 35(3) GDPR

1. Systematic and extensive evaluation based on automated
processing (including profiling)

2. Processing on a large scale of special categories or of personal
data relating to certain criminal convictions and offences

3. a systematic monitoring of a publicly accessible area on a large
scale

This is not an exhaustive list.
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Automated Decision-Making

[ aterny 20 ot -
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Large Scale Processing: Special Categories of PD Art
9(1) GDPR

28
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WP 29 Guidelines

Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk”
for the purposes of Regulation 2016/679

WP 29 also set out 9 criteria to be considered in order to provide
a more concrete set of processing operations that require a DPIA

=
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Evaluation or
scoring

Sensitive Data

Data concerning
vulnerable data
subjects

Automated-
decision making
with legal
significant effect

Data Processed on
a large scale

Innovative
organisational
solutions

(=
=)
=

Systematic
Monitoring

Matching or
combining
datasets

Processing prevent
data subjects from
exercising their
rights a1



CAMILLERI PREZIOSI ADVOCATES

i |
e

&)
S

DPIA
Examples of processing Possible Relevant criteria likely to be
required?

- sitive data or data of a hi

A hospital processing its patients” genetic and pature,

health data (hospital information system). - Data concerning vulnerable data subjects.
- Data processed on a large-scale.

The use of o camera system to monmitor dn_wng . Sys ic tiseings:

behavior on highways. The controller envisages 1o ; :

. . L _ - Innovative use or applving technological
use an mielligent video analysis system to single Fs .
; e or orgamsational solutions.
out cars and automatically recognize license plates,
A com systematically monitoring ns , v =it
| pn.ny }:h g ::m th 5 a ¢ - Systematic momitoring.

i i HL, i g "_:'g = m“! .nng . - Data concernmg vulnerable data subjects.

the employees” work station, mternet activaty, erc.
- Ewaluation or scorng.

: . , A - Data processed on a large scale.
The gath » of public social media dota i A Fo
R R o - Matching or combinmng of datasets. Yes

eneratin files.
£ S - Sensitive dats or data of a highly onal

nature:

- Evaluation or sconng.

- Automated decision making with legal or
simlar significant effect.

- Prevents data subject from exercising a
right or using 4 service or a contract.

-  Sensitve data or data of a highly onal
nature:

- Sensitive data

- Data concerning vulnerable data subjects,

- Prevents data subjects from exercising a
right or using a service or a contract.

An institution creating a national level credit rating
or fraud database.

Storage for archiving purpose of pseadonymused
personal sensitive data concerming vulnersble data
subjects of research projects or chinical trials
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DPIA
Examples of processing Possible Relevani criteria likely to be
required?
A processing of “personal data from patients or - Sensitive data or data of a highly personal
clients by an individual physician, other health care nature.
professional or lawvyer™ (Recital 91). - Data concerming vulnerable data subjects.
An online magazine using a mailing list to send a
generic daily digest to its subscribers. x  HIoN: peopamicton S ege Jenie: Ho
An e<commerce website displaying advents for
vintage car parts involving limited profiling based - Evaluation or scoring.
on items viewed or purchased on its own website.

=
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What should the DPIA include?

‘ Purpose of Processing Technical and
organisational security
measures

‘ Description of categories ‘ Assessment of High

of the data Risk, if any

Description of the
recipients

e [ Aeeerny 28 a0t
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What should the DPIA include? @

Art 35(7) GDPR

The assessment shall contain at least:

(a) A description of the envisaged processing operations and the purposes of the
processing;

(b) An assessment of the necessity and proportionality of the processing operations in
relation to the purposes;

(c) An assessment of the risks to the rights and freedoms of data subjects;
(d) The measures envisaged to address the risks, including safeguards, security

measures and mechanisms to ensure the protection of personal data and to
demonstrate compliance.

ﬂ 35
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IDPC Guidelines
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igdpcC.

General Overview

wWhat are the reasons for conducting a DPIAF

- Mew processing activity
= Due to changes that occurred o the existing processing activty

Nate: A Pl PRI SRRy INChrohes BOCh manum ang SApLEFIIC oPrmiam

It the PO invobeed in the DPIA process 7

Deseribe the nature, seope, context and purpose of envisaged processing

E.p - Doed the proceising dvtinde: salfely dutomated ond gulomated proceiing, inclading profiiing,
wath fepny aF Adeine E-ilillllfﬂ'l'ilﬂ.‘ E.I'J'-E"n.'!'. L e Te b I'HE-"HIH-"'H.I] e Evsipnbon I:l_f perspen) DEpeTTE
fn.r.ml:l.ln.p' pritie befmeaom, procesting thot would ecceed e reaeenatile #xpeciotion of the dada
sulyjerts s of new fechrolopied, procesaing of dafo oo o lorge scole processing for wiiich the
reercise of dote swhiec it riphts will peoswr Fo b impoenible or et divprogortianote, prooessing for
wihich the ?'Iﬂl'lfl:l'.'ﬂfl:ﬂ\."l of o Breock sl AERRT .'.ﬁ'.!.'.'rl'ﬂ,ﬂ-l:l-l'rﬂiln"lﬂl'.['-’ InmiedE e rmEthood wied for Hhe
(HTCEERHNG DTN

Artach any relevant uppoming documents, such &5 8 project proposal, data flow diagrams, related
systems docementation, etc

36
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IDPC Guidelines
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Describe the processing operations related to the envisage processing.

£g.. How will the personal dotu be calfected, used, stored and deleted?

Legal basis for processing

Identify the proper legal ground(s), on the strength of which, the processing activity will be
legitimised,

Article 6 GDPR sets out the legal criteria to process personal data.
Whereas the rule provides for a prohibition of the processing of special categories of data, the

provisions of Article 9 foresee a list of derogations on which the controller can rely to justify the
processing of sensitive data.

Categories of personal data processed

Identify the categories of personal data that will be processed, In particular, where spedial
categories or data of a highly personal nature such as criminal offences or convictions or related
security measures, or data concerning vulnerable data subjects such as children, location data, will
be processed.

37
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IDPC Guidelines
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idpc.

Sl e

Security of processing

Identity and describe the technical and organiatonal measure: adopted to protect the data
agesnt unautharised or unlawful processing and against accidentsl loss, destruction or damage,

Bid vou consider the implemgntation of data protection by design and by default meagurey to
enhance the security of personal deta (duch as pseudonymeation and encryption Echnigues,
automated delation of personal data on expiry of retention perod and system’s capabdlities and
functionalities to acoede to data subjects’ rights]?

Did wou implement peeventive measures o saleguard the personal data and ensure that
procedures are in place to detect and report data breaches (e g. incldent response plans) to the
suprvivory authority within 73 hours from becoming aware of the broach?

Did you provide trainkng and {nstructions to your siaff on how 1o safeguand the persenal data?

Are approved Informaton security policies In place 1o provide the necessary internal guidelines as
part of information security and risk managament?

Additional safeguards

Do you foliow any approved codes of conduct or intermationalfindustry applicable standards ¥

38
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IDPC Guidelines
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Processors

Will # processor and/or sub-processor be engaged to process data on your behalf?

If yes, have you carmied out the necessary due difigence on the processor/sub-processor to ensure
that they provide sufficient guarantees to implement appropriate technical and organisational
measures that the processing will meet the requirements of the GDPR?

1s the relationship with the processor/sub-processor governed by means of a contract or other legal
act under Union law, Take into account the minimum reguirements set out under Article 28(3)
GOPR.

Transfer of personal data to third countries or international
organisations

Will the personai data be transterred to a third country?

If yes, will the transfer rely an:

= the basis of an adeguacy decision;

- appropriate safeguards, indluding but not limited to, BCRs, standard data protection
clauses adopted by the Commission, approved code of conduct and approved certification
mechanism;

=
@)
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IDPC Guidelines

D

Authorisation from the supennsony autharity shall be required if the transfer will be caried out on
the basis of:
- pontractual clauses entered into between data exporter and data importer i the third
country;
- pronisions to be inserted in adminlstrathve arrangements between public bodies.

Necessity and proportionality

Are the purposes of the processing operation specific, explicit and legitimate [purpose lbmitation
principie)?

Does the processing actually achieve the intended purpose?
Is there another way to achieve the same outcome in a more privacy friendly mannes?

Are the data collected adequate, rebévant and limited to what is strictly necessary in relation to the
purposes for which the data are processed (data minimisation principle)?

How dia you ensure that the data provided are accurate and kept up to date [accuracy principle)?

What are the data retention periods, in particular, where different categories of personal data are
processed (storage principla}?

What measures are in place to énsure that the data are déleied once the retention period has
expired?

@
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IDPC Guidelines
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Data subject rights

Are measures in place for the data subjects to exarcise thetr rghts (transparency, right of access
and to data portability, right to objects and to restrictions of processing, right to rectification and
Brasure}?

if applicable, how s consent obtained? Ensure that consent s freshy-given, spedfic and informed.
Conslder opt-in mechanisms in pnling systems where required. Provide the data subject with an
easy manner how to withdraw consent {e.g. opt-out).

Does the new processing allow you 1o respand to data subject access requests easily?

Risk Assessment {minimum requirements)

identify the threats and the likelihood that such threats materialise into risks,
Identify all the possible risks.
Establish the number or potential number of affected data subjects by the processing activity.

identily adverse effects and impact on the data subjects.

41
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IDPC Guidelines
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Identify mitigations measures- appropriate to the risks,

Identify residual risks, if any.

QOutcome

Comments by the DPO.

In the case of residual high risks, do you have a procedure in place to consult the supervisory
authority pursuant to the requirements of Article 36 GDPR?

Devise an implementation plan of the necessary measures identified in the DPIA and target dates,

Approvals, signatures of responsible afficers (including the DPO where applicable) and date.

=
@)
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What form should the DPIA take?

e WP 29

* Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for
the purposes of Regulation 2016/679

 Annex 1 — Existing EU DPIA frameworks

 Annex 2 — Criteria for an acceptable DPIA

43
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Annex I — Criteris for sn acceptable DPFLA

The WPXS proposes the following crtena which duin coptroliers can use 0 assess whether or not o
DFA. or & methodelogy o cory out & DPIA. 5 sefficimily comprebensive e comply wilh the

o

.
o
a

e [ A enerny 20 a0t

..

s acded (Article 35(7Haj:
lmmupnumﬁ:ﬂuﬂpmﬁmdl:ﬁ:mml&uhmm‘mmﬂ
Wil
porsonel dats, mcipents and period for which the pemonal data wall be siored are

a funciional descnipbion of te processing operation is provided:
the psserts on wiach percons| date rely (hard wene, software, networks, people, paper or
popor trammisssn channcls) are idesified:
nmnhmmﬁwrm:d#ndnnfmuduﬁnhhmrﬂnmﬂlAmdr!‘{ﬂll.
{Article 35 Tibik:
micasures envisaped o comply with the Regulstion are determuned | Aricle 35 7Nd)
and pecital 90}, mking mido seoount
O messures coninbumng o the propomonilny  and the necesssty of fhe
processang on the basis of;
O specificd. explicit and legiimate purposs(s) { Arnche S00KhI
O lewfulness of processing [ Arbicle B
O adeymuie, relevend arad limibed o what s nocessary daia { Article
S{ 10l
O limied siompge darsiion | Artcle 5 1)l
0O memsures canmbuting 1o the nghts of the dot subgects:
O nfermstion provided wo the dsta sebyoct (Arcles 12, 13 ol 145
O nghi of necess amd 10 data porability { Arsches 15 and 30}
O nght io reclificaison and 1o crassre (Amicies 16, 17 and 19);
O ngh o chhyest and o resmicton of rocesaing | Article 18, 19 and 21 |
O relsvonshigs wilh proccssers. { Artcle 28
0O safeguonds surrounsding intermational uosfens) (Chapter ¥
O pﬂmﬂﬂmlﬁmkh]
1 i mE of dais = ; apged [ Arhcle 35 THel
[LE T ul uﬂlm:n.lyﬂi‘ih:mhlm {el rocrial 84) or,
mqmﬂﬁn me-:?dl rsk {illegstimate m.wmdmmdmudlﬁrm amd
duqqmm:ﬂdﬂ.pﬁuulh:pmpnchw of ithe dain subgecis:
O nsks sources o inken i pcopurm irecital 90
0 potental ompacts fo the nghts and feedons of dos subjects are identified m
casr of evenis moluding lleginmaile scoss, undeswed  moddicnmen and
disappesmnce of date:
O threas thal could lead o i(lepiimaie pooess, undesired modificaton and
O  hiketibowsd snd severity are estimaked (recim] @
mensares cnvisaped o treat those nisks. ore delermned (Artscle 33 THd) and recital
S0
TN
the sdvice of the D i soughit (Article 352k
the views of data sulyects or then represeniatven. e souphl, where approprmie
| Arvcle 35{9)).
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DPIA — EXAMPLE & ACTIVITY
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Project Details — CCTV Installation

Key Information

Data Controller

Description of the Project

Nature of the Project

Purposes of the Project

Context, Scope and Background of Project
Data Subjects

Types of Personal Data

Special Categories of Personal Data
Recipients of Personal Data

Remote Access to CCTV Footage

(A enerny 20 a0t
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Project Details — CCTV Installation

Key Information

Lawful basis

Necessity and proportionality of the
processing operations in relation to the
purposes

Assessment of the risks to the rights and
freedoms of data subjects

[ ] R wterny 20 mn ot v
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Consultation with the Supervisory Authority

* If the risks identified in a DPIA cannot be sufficiently addressed by the data controller
(i.e. the residual risk remains high), then the data controller must consult the
supervisory authority prior to commencing the processing.

 Example: If it is not possible to reduce the number of people accessing the personal
data, a high residual risk remains — therefore, consultation with the supervisory

authority is required.

[ ] R wterny 20 mn ot v
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When is a DPIA not required?

Authorised prior to May 2018

Not likely to result in a

Similar DPIA Exists high risk

Supervisory authority list

_ of processing operations

@ Has a legal basis for which a DPIA is not 50
required

e [ Aeterny 20 a0t
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Advice of the DPO -
[art. 35(2)) Code(s) of conduct Seek the Views of
Monitor performance {art. 35(8))
[art. 38{1) (¢)]

Likely to result in
high risks?
fart. 35(1), (3) & (4)]

the data subjects
[art. 35(9)]

Exception ?

{art. 35(3) and (10)}

No DPIA needed

Residual high risks?
{art. 36(1)]

Processing reviewed No
by the controller
[art. 35(11)) Prior
consultation

H No prior 51

consultation
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Description of the
envisaged
processing

Assessment of the
necessity and
proportionality

Monitoring and
review

Measures already
envisaged

Documentation

N Measures Assessment of the
; envisaged to risks to the rights
address the risks and freedoms

Bl R T
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What are the sanctions?

10, 000, 000 EUR

Or

up to 2 % of the total
worldwide annual turnover
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Current Enforcement
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Instagram Record €405 million GDPR Fine

=
=)

* |n 2022, the Irish Data Protection Commission issued a record fine of €405 million to Meta Platforms Ireland
Limited, which owns the Facebook and Instagram social media platforms

* Meta was found to have facilitated the publication of phone and email contact information of children on
Instagram, which resulted in a high risk to the rights and freedoms of these data subjects and therefore
necessitated a DPIA

* Meta failed to carry out a proper DPIA — it did not identify nor address the risks to data subjects

* Among other infringements, Meta was found to have breached Article 35(1) of the GDPR, which required it to
conduct a DPIA in such circumstances

ﬁ'/'i.
Ay
e [ ] A wwerny 00—
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Re - Cap

v A DPIA is a process designed to describe the processing, assess its necessity and
proportionality and help manage the risks to the rights and freedoms of natural persons
resulting from the processing of personal data by assessing them and determining the
measures to address them.

v’ The assessment must be carried out when the processing results in a high risk to the
data subject’s fundamental rights and freedoms

v’ The assessment should be carried out before the processing operation takes place and
must be continually updated

wwn [ A enersy 20 a0t e
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GDPR Recital 78

“In order to be able to demonstrate compliance with this Regulation,
the controller should adopt internal policies and implement measures
which meet in particular the principles of data protection by design and

data protection by default.”

ﬂ 59
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Policies - Examples

Clean Desk Policy

IT Security Policy
Website Use Policy

Cookies Policy

Data Retention Policy

e [ A aterny 20 a0t
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Data Subject Access Request Policy
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Data Subject Access Request Policy

* How do you recognise a SAR?

* What do you do if you receive a SAR verbally?

 What steps need to be taken to verify the identity of the
requester?

* When can you refuse a request?

 What additional information do you need to provide?

* Do you have information management systems in place
which allow you to easily retrieve information?
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Data Subject Access Request Policy

Contact DPO/Data

Dele Person protection

g (employee) team

Clear reporting lines
Timelines (one month or, if necessary, 3 months maximum)

i

Bl R T

Controller
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. CLEAN DESK POLICY o
Clean Desk POlICV _ .
* Specifies how employees should leave “—“
their working space when they leave @
the office Lﬂ*\\ o

 Clear desks of papers
* C(Close laptop screens
* Keep files/papers under lock and key BEFORE YOU LEAVE.

o Tidy your desk
0 LOCK your screen

0 Put away sensitive documents

e [ A aterny 20 a0t
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IT Security Policy

* |dentifies the rules and procedures for all individuals accessing and using an
organisation’s IT assets and resources

 Passwords and encryption

 Confidentiality

e Accuracy of information

 Awareness and general security

* Breach reporting
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Website Use Policy

 Sets out what users can and cannot do when
using your website

 Prohibited uses

* Privacy notice

e Content standards

 Suspension and termination

e [ Aeterny 20 a0t
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Cookies Policy

et
@@

A cookie is a small text file that a website stores on your computer or mobile device
when you visit the site.

First party cookies are cookies set by the website you’re visiting. Only that website can
read them. In addition, a website might potentially use external services, which also set
their own cookies, known as third-party cookies (e.g. Google Analytics).

Persistent cookies are cookies saved on your computer and that are not deleted
automatically when you quit your browser, unlike a session cookie, which is deleted
when you quit your browser.

Insofar as they can be used to identify users, cookies qualify as personal data under the
GDPR.

@ 66

wwn [ A enersy 20 a0t e



CAMILLERI PREZIOSI ADVOCATES

Data Retention Policy @

Key Principle: No more data is processed than is necessary and data is not kept for a period longer
than necessary. (Data used e.g. for archiving purposes in the public interest, scientific or historical
research purposes, can be kept for a longer period)

 Refer to Laws or Agreed Industry Practices on Retention of Information

 Absence of law: Justification based on individual business needs
o E.g. holding personal data for operational reasons

ﬁ 67

[ ] R wterny 20 mn ot v



CAMILLERI PREZIOSI ADVOCATES

Data Retention Policy

How to determine ‘business needs’:

 What is the data/information used for?

* Any legal or regulatory requirements?

* Do any agreed industry practices exist (where relevant)?

* |sit easy or difficult to make sure it remains accurate and up
to date?

e Consider the current and future value of the information

 Consider the costs, risks and liabilities associated with
retaining the information

et
@@
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Procedures

Data Subject Data
Access Request Portability Data Breach

- How are they going to be handled?

] A Rerny 20t

Data Subject
Consent
Withdrawal
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Procedures

* Clear reporting lines

* Open communication

* Encourage transparency

* Easily accessible policies and procedure structure
e Satisfactory documentary evidence

=
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Auditing — why is it necessary?

Before beginning a processing activity or attempting to undertake your
GDPR audit, you must establish:

1. Exactly what data you are dealing with;
2. Whether you are a data controller or processor; and

3. Why you’ve come to the conclusions in 2.

| I
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Appropriate technical and
organisational measures are a
must!

o
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A e werny 200t

adopting and
implementing taking a ‘data protection by
data protection design and default’ approach
policies

maintaining
documentation
of your
processing
activities

putting written contracts in
place with organisations that
process personal data on your
behalf

implementing
appropriate
security
measures

recording and, where necessary,
reporting personal data
breaches

recording and,
where
necessary,
reporting
personal data
breaches

appointing a
data protection
officer
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DP Auditing

Gap Analysis

Risk Analysis

Legal Analysis

Project Steering / Budget Planning

Setting Up a data protection structure and management
Monitoring the status of implementation

Review Insurance Arrangements

LN N X X X X X

Assess Liability Exposure

=
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CAMILLERI PREZIOSI

Data Protection Compliance Checklist

Questions: | Amswers:

Which campantes process perional dats within the
Eroup?

How aredata collected?

Whach data are collected?
What is the stated purpose/s of collection?

'l.-'nfhg' arethe data processed?

N
£a |

and soft-copies)?

For how long are data recamed and wh}':'.'

l_hjunllman}'ianpraﬂicﬁ,prumm
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procedures in place? I1fyes, please supply.

9. Do yvou collect any personal data not directly from the
data subject?

10, Are there any privacy and data protection policies in
place? Ifyes, please supply.

11. Do ¥ou carry out any form of profiling or automated
derision making? If yes, on whom and for what

purpose?

12, Do you have CCTV cameras? [fyes, where are the
carmeras located?

13. Do your CCTV cameras only record video or sound as
well?

14, Is CCTV monitoring only used for security purposes or
dlso for other purposes [such as disciplinary action]?

15. Do you hawve notices in regard to CCTV?

1&. Do you monitor employee work communications
[emails and calls)?

17. Do you record calls?

Accountability
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Data Inventories

Rt
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